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DETAILED ACTION 

Allowable Subject Matter 

1 . Claims 5, 7-8, 14 and 17-18 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the applicant for a patent. 

2. Claims 1-4, 6, 10-13 and 15-16 are rejected under 35 U.S.C. 102(a) as being anticipated 
by Singh et al. (US 6,484,276). 

In regard to claim 1, Singh et al. disclosed a method comprising the steps of: 

receiving a command at a device through a sequencer that controls interactions on a small 

computer system interface bus (fault injection run, fig. 6a, 607); 

programming the sequencer to interrupt a co-processor before executing the command 

(plugin can be integrated into another program an executed from that program, coL 3 lines 30- 

34); and 
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executing a set of instructions on the co-processor based on a stored error mode page so 
that a false error condition is generated {fault injection run on target machine, fig. 5 and fig. 6A). 

In regard to claim 2, Wolin et al. disclosed the method of claim 1 wherein executing a set 
of instruction comprises reprogramming the sequencer so that it is prevented from entering a 
reselection phase to re-establish a connection across the small computer system interface bus 
(GW determines what programs needed to be started on the target machine to create the desired 
workload, col 8 lines 45-50, fig. 6a). 

In regard to claim 3, Singh et al. disclosed the method of claim 2 wherein preventing the 
sequencer from entering a reselection phase comprises preventing the sequencer from entering a 
reselection phase to re-establish a connection to transfer data {GW determines what programs 
needed to be started on the target machine to create the desired workload, col. 8 lines 45-50, fig. 
6a). 

In regard to claim 4, Singh et al. disclosed the method of claim 2 wherein preventing the 
sequencer from entering a reselection phase comprises preventing the sequencer from entering a 
reselection phase to re-establish a connection to transfer a status after allowing the sequencer to 
transfer data (GW determines what programs needed to be started on the target machine to 
create the desired workload, col. 8 lines 45-50, fig. 6a). 
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In regard to claim 6, Singh et al. disclosed the method of claim 1 wherein executing a set 
of instructions comprises replacing the command with an illegal command (FHntercept: inject (), 
fig- 2b). 

In regard to claim 10, Singh et al disclosed a device comprising: 

a sequencer adapted to be connected to a small computer system parallel interface bus 
(WGRemote, fig. 5, 50); 

a co-processor (target machine, fig. 5, 501), coupled to the sequencer and capable of 
being interrupted (stopping the workload process, fig. 3c) by the sequencer and of providing 
instructions to the sequencer (WGRemote, fig. 5, 50); and 

an instruction storage component (data collection class control flow, fig. 
communicatively connected to the co-processor (target machine, fig. 5, 50/^and containing 
processor-executable instructions that are designed to initiate an error condition (fault injection 
run, fig. 6a) after the sequencer sends an interrupt (plugin can be integrated into another 
program an executed from that program, col. 3 lines 30-34) to the co-processor (target machine, 
fig 5, 501). 

In regard to claim 11, Singh et al. disclosed the device of claim 10 wherein the processor- 
executable instructions comprise instructions for preventing the sequencer from entering a 
reselection phase for a period of time so that the sequencer does not establish a connection across 
the small computer system parallel interface bus (GW determines what programs needed. to be 
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started on the target machine to create the desired workload, col 8 lines 45-50, fig. 6a). 

In regard to claim 12, Singh et al. disclosed the device of claim 1 1 wherein preventing the 

sequencer from entering a reselection phase comprises preventing the sequencer from entering a 

reselection phase to establish a connection to transfer data {GW determines what programs 

needed to be started on the target machine to create the desired workload, col. 8 lines 45-50, fig. 

6a). \ 
» 

In regard to claim 13, Singh et al. disclosed the device of claim 1 1 wherein preventing the 
sequencer from entering a reselection phase comprises preventing the sequencer from entering a 
reselection phase to establish a connection to transfer a status (GW determines what programs 
needed to be started on the target machine to create the desired workload, col. 8 lines 45-50, fig. 
6a). 

In regard to claim 15, Singh et al. disclosed the device of claim 14 wherein the processor- 
executable instructions further comprise instructions for instructing the sequencer to enter an 
indefinite loop after executing the command (an injected fault may cause the workload on the 
target machine to hang and produce no response, col. 13 lines 35-40). 

In regard to claim 16, Singh et al disclosed the device of claim 10 wherein the processor- 
executable instructions further comprise instructions for replacing a command with an illegal 
command (Fllntercept: inject (), fig. 2b). 
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Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art.' 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 



3. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Singh et al. (US 
6,484,276) in further view of Eckenrode et al. (US 5,363,379). 



In regard to claim 9, Singh et al. does not teach the method of claim 8 wherein executing 
a set of instructions further comprises modifying at least some of the data in the transfer buffer 
so that the data contains at least one error. 

Eckenrode et al. teach the FDDI network test adapter error injection circuit 

wherein the data error injection frame is sent out to the media {col 3 lines J 6-33). 
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It would have been obvious to modify the method of Singh et al. by adding 
Eckenrode et al. FDDI network test adapter error injection circuit. A person of ordinary 
skill in the art at the time of applicant's invention would have been motivated to make the 
modification because it would aid in detecting errors of incoming frames so that higher 
layers of software can tell if any errors occurred during frame transmission and reception 
(col. 1 lines 65-67 and col. 2 lines 1-2). 

Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

4. Claim 19 is rejected under 35 U.S.C. 102(b) as being anticipated by Eckenrode et al. (US 
5,363,379). 

In regard to claim 19, Eckenrode et al. disclosed a method comprising: 

receiving a command to generate a false data miscompare error {error injection scheme, 

feV; ' . 

reading data from a storage medium into a memory (Ram buffer access by RBC/DPC, fig. 

122); 

changing at least some of the data in the memory to form corrupted data (switching 
transfer data from Shadow Ram with data-in Error injection Ram, col. 3 lines 16-33); and 
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passing the corrupted data as the data read from the storage medium {Error injection data 
is sent out to the media, col. 3 lines 16-33). 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

5. Claims 20-22 are rejected under 35 U.S.C. 102(b) as being anticipated by Dennis et al. 
(US 5,471,564). 

In regard to claim 20, Dennis et al. disclosed a method comprising: 

receiving an indication that a false timeout error should be generated during execution of 

a command {host computer system indicate a timeout period as an error condition, col 24 ', lines 

35-58); 

receiving the command {printer and other peripheral process data, col. 24 lines 35-40); 

processing a portion of the command {printer is out of communication with the host 
computer for more than the predetermine amount of time, col. 24 lines 35-58); and 

stopping the processing of the command before completing the command without 
indicating that processing of the command has stopped {generates an error message any time the 
arbitrary timeout period is exceeded, col 24 lines 35-58). 
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In regard to claim 21, Dennis et al. disclosed the method of claim 20 wherein receiving a 
command comprises receiving a read command and wherein processing a portion of the 
command comprises transferring data {processing data, col 24 lines 35-58). 

In regard to claim 22, Dennis et al. disclosed a method comprising: 
receiving a command at a storage device to generate a false error, the command 
comprising at least one sense parameter {host computer system indicate a timeout period as an 
error condition, col 24, lines 35-58)', 

generating a false error message from the storage device that indicates that an error has 
occurred when it has not occurred {in the case of the timeout period expire, the host computer 
will generate a false error message, col 24 lines 35-58), the false error message describing the 
error in part by including the at least one sense parameter {timeout, col 24 lines 35-58). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicants 
disclosure. SeePTO 892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Loan Truong whose telephone number is (571) 272-2572. The 
examiner can normally be reached on M-F from 8am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Scott Baderman can be reached on (571) 272-3644. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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